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13:00 1 Introduction to the course

14:00 video Law & Order "Virus"

15:00 video Discussion of effects/ethics of computer crime

13:00 2 Overview of cybercrime

14:00 3 Unauthorized Access & Denial of Service

15:00 video  & 4 USPIS video Identity Crisis & discussion

13:00 video Law & Order SVU "Chat Room" & discussion

14:00 5 Child Porn & Child Abuse

15:00 6 Indecency and Pornography

DOJ (2006). Proposed Child 

Pornography and Obscenity 

Prevention Amendments of 

2006.

13:00 7
Internet Fraud (Auctions, Slavery, Advance-Fee, 

Gambling)

14:00 videos USPIS anti-fraud flics & discussion

15:00 8
Cyberstalking, Cyberbullying, Spam & Defamation 

+ Law & Order UK: "Anonymous"

13:00 9 & 10
Introduction to Intellectual Property Violations & 

Patents in the US 1, 3, 4, 5
14:00 11 Trade Secrets 6
15:00 video

Law & Order Criminal Intent "Scared Crazy" & 

discussion

13:00 12
Video: SIIA's "Don't Copy That 2" & Discussion; 

Fundamentals of Copyright & Fair Use Doctrine

14:00 13
Copyright Protection for Computer Programs and 

Digital Media

15:00 14 Copyright and the Internet; Compilations

13:00 15 Trademarks; Trade and Domain Names 11
14:00 16

Investigation & Prosecution of Cybercrime -- 

Introduction

15:00 video
Law & Order Criminal Intent "Weeping Willow" & 

discussion
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outline with ≥10 

references by 12 
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CJ341A Cybercrime and Cyberlaw
Fall 2014 SYLLABUS

Thursdays 13:00:03 - 15:49:57 in Dole Auditorium (Webb Hall)
D. J. Blythe, JD / Assistant Professor of Business Management / School of Business & Management

M. E. Kabay, PhD, CISSP-ISSMP / Professor of Computer Information Systems / School of Business & Management

TEXTBOOK: Legal Aspects of Managing Technology , 5th ed. by Burgunder.
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Crime, Use of Computers in;

History of Cybercrime;

Computer Crime Glossary

AFTER CLASS:

SQ3R; On Writing;  CATA

GAO (2002).  Combating 

Child Pornography.
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Readings BEFORE Class
TOPICS FOR CLASS DISCUSSION
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AFTER CLASS:

SQ3R; On Writing;  CATA
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!13:00 17

Fourth & Fifth Amendments to the Constitution: 

background & history; current developments 

(Boston Marathan Bomber warrantless house-to-

house searches)

14:00 18
Fourth Amendment in the Digital Age: Seizure of 

electronic evidence (Riley v. California 2014)

15:00 video
Video: Asylum (court challenge to warrantless 

search of "domicile" of a homeless person)

13:00 19

Fourth Amendment cont'd: Recent developments 

in privacy law. Background; tracking/locating via 

cellphones (Carabello case, Wisconsin case)

14:00 20
Expectations of Privacy vs electronic surveillance: 

Rutgers case (home), Williamstown (workplace)

15:00 21 Drones and new methods for invasions of privacy

13:00 22
Digital Security: breaches of PII (Target, 

Banking, Medical)

14:00 23 Social Media and Crime: Defamation

15:00 24
Blackmail & Extortion: fabrications, DDoS, 

hacking threats

13:00 25 Electronic Crime Scene Investigation
NIJ Guide for First 

Responders pp 1-36

14:00 26 Investigation & Prosecution: Analysis of Evidence
NIJ Guide for First 

Responders pp 37-46

15:00 27
Investigation & Prosecution: Use of Seized 

Materials & Results

Searching and Seizing 

Computers and Obtaining 

Electronic Evidence in 

Criminal Investigations (DOJ) 

13:00
Surveillance: U.S.A.P.A.T.R.I.O.T. Act, FISA & 

FISC, public policy issues

14:00
VIDEO: The Balancing Act – fighting terrorism vs 

preserving liberty

15:00

Whistleblowers: Ellsberg (Pentagon Papers), 

Manning (Wikileaks), Snowden (PRISM etc), John 

Howe (Vermont case)

13:00

14:00

15:00

27-Nov

13:00

14:00

15:00

12

FINAL EXAM IN 

LAST WEEK OF 

CLASS (5 DAYS)

Student Panel Discussions

Student Panel Discussions cont'd

23-Oct

THANKSGIVING

Receive 

suggestions

Discuss

9

See NUoodle 

for references
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