Wireless LAN Security

Government of Canada
Communications Security Establishment (CSE)

Wireless LAN Security Voice-over Text

Part 1: Introduction

Wireless LAN technology is increasing the mobility of corporate network users
inside buildings. For example, a user can move from his office to a conference
room with a laptop and still be able to maintain connectivity to the corporate
network. The only equipment required to establish a wireless network is an
access point connected to the wired network and a wireless card for each mobile
station.

This presentation will provide an overview of the wireless LAN standards, a
description of the vulnerabilities related to this new technology, suggest
safeguards to mitigate them, and offer an example of a wireless LAN
architecture.

Part 2: WLAN Standards

Ad Hoc Mode vs. Infrastructure Mode
Two types of wireless networks exist: ad hoc and infrastructure.

Computers in the ad-hoc mode establish a network without a centralized base
station or access point. The only hardware required to set up this type of network
is a wireless card for each mobile station.

Any two nodes in range of each other can communicate freely and directly.

In the more commonly used infrastructure mode, the network is built around a
central base station, or access point.

The information transmitted by the originating node is received by the access
point and routed to the proper destination station.

The 802.11 Standards

The first Wireless LAN standard to reach the market was 802.11b. Its
transmission speed is 11 Mega-Bits-per-Second and the frequency range used
is 2.4 Giga-Hertz. The 2.4 Giga-Hertz unlicensed band is also used by consumer
devices such as cordless phones.

The second standard that reached the market in 2002 was 802.11a. The
transmission speed is faster at 54 Mega-Bits-per-Second and the frequency
range is 5 Giga Hertz. The 802.11a products are not compatible with the 802.11b
products.

The last standard 802.11g will reach the market at the end of 2003. 802.11g is
compatible with 802.11b because it uses the same frequency range with better
speed at 54 Mega-Bits-per-Second.

Since wireless communications can be easily intercepted off the air, the Wired
Equivalent Privacy (WEP) standard has been implemented to provide a degree
of privacy. WEP relies on the RC4 algorithm to provide security. The
implementation of RC4 is based on a 24 bits initialization vector and a key. The
WEP standard defines two key sizes, one of 40 bits and the other 104 bits in
length.
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Part 3: Steps for an Intrusion

This section of the presentation describes tools and techniques used to
compromise a wireless network. When a malicious outsider is targeting an
organization, the following steps are normally used to find vulnerabilities: Open
Source Search, Network Discovery, Scanning, and Exploitation of Vulnerabilities.

Open Source Search
The first step to an intrusion is usually an open source search.

A malicious outsider can use the Internet to find a wealth of information on
potential targets. Web sites on wireless technology can be found using a search
engine. Some sites describe the location and information regarding existing
wireless networks. Other sites will provide information on tools and techniques
used to exploit wireless vulnerabilities.

To reduce risk, minimize the information accessible from the Internet regarding
your company’s network infrastructure, such as technically detailed media
reports, newsgroup entries, or job competition announcements. For example, a
malicious outsider could use job postings published on the Web to discover
details regarding the technological infrastructure of an organization.

Network Discover

Whether transmitted within an ad hoc or infrastructure-based network, wireless
data communications not protected with WEP can easily be intercepted or
exploited.

Note that wireless data transmissions can travel outside of the perimeter of a
building.

A malicious outsider can drive by a facility to find wireless networks and capture
confidential information about a corporation.

The only equipment required to perform the interception is a computer or other
capable device equipped with a wireless card, an antenna and the appropriate
software.

The second step to an intrusion is network discovery.

The aim of the activity is to locate access points. To do this, various techniques
can be used, such as:
% driving around town, also known as war driving;
% flying over a city, commonly known as war flying;
%5 walking around and leaving chalk-signs for others, usually known as war
chalking.

The most popular freely available tool to perform network discovery is
NetStumbler.

Demo: On the right section of the screen, NetStumbler shows the discovered
access point. Much information can be gathered using this tool, including:

z# The MAC address of the device, which is a unique ID that all network
components have;

£ The Services Set Identifier (or SSID)

%< The channel used,;

& The manufacturer of the product;

#%5 The type of network, meaning Peer to Peer or Infrastructure;

£ The status of the WEP encryption, whether enabled or disabled;

% Details on the quality of the signal;

z& GPS coordinates;

£ The time of first discovery;
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A Graphical interpretation of the quality of the signal is displayed.
Filters can be created to sort found access points based on various criteria.

Given this information, you can: geo-locate the access point based on the GPS
information, connect to the access point based on the Services Set Identifier and
the channel, and learn the MAC addresses of legitimate users.

The best solution to protect against this type of atack is to contain emissions
within a shielded room from which no radio frequencies can escape.

Another solution is to use specialized antennas to control the signal pattern.
There are two main types of antenna: omni-directional and directional. Radio
frequencies radiate like bubbles around an omni-directional antenna. This type of
antenna cannot contain the signal within a designated area. A directional
antenna will radiate a strong signal in a specific area. Using a directional antenna
will help keep the strongest signal correctly placed.

Yet another safeguard is to disable the broadcasting of the SSID (Service Set
Identifier), something that can be done on most access points. Without this piece
of information, most of the network discovery tools will not be able to detect the
network.

Scanning

Once the malicious outsider gathers enough information on the target and finds a
breach, he or she can start interception and collection of communication.
Interception is the action of capturing information

A popular free tool for collecting data is Ethereal. The first step is to capture the
data.

As will be seen, plain text information can be easily read.

However, WEP can be used to encrypt the information and render the
exploitation more difficult.

Ethereal DEMO: Ethereal is a free network protocol analyzer available on the
Internet. The hardware required to run this tool for data interception is a laptop
and a wireless card with the Prism2 chipset. To capture the data, the wireless
card must be configured in monitor mode. If WEP is not enabled, traffic is
captured as plain text.

In this example, the packet is a part of a Web page.

When the WEP key is enabled, the traffic is encrypted and unreadable. However,
it is possible to crack the WEP key to retrieve the plain text information. The next
demonstration shows WEP cracking.

Use the WEP encryption to reduce the risk of this type of attack. Although WEP
can be decrypted, it provides a degree of security against the casual hacker.

A stronger alternative is to use a VPN that supports the Communications
Security Establishment approved cryptography to encrypt the traffic.

WEP Cracking

Multiple design flaws exist in the WEP protocol. These flaws can be used to
break the encryption and retrieve the original data. Several applications have
been written specifically to exploit these flaws. One of these is AirSnort.

The encrypted data captured by Ethereal can be stored in a file and loaded into
AirSnort. AirSnort is a tool that the key to be cracked. .
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A few minutes after the Ethereal file is loaded into AirSnort, the WEP key will
appear both in clear text and in hexadecimal format.

AirSnort can also be used to collect the traffic directly and crack the key in real
time.

To mitigate the risk, Use a VPN that supports Communications Security
Establishment approved cryptography to encrypt the traffic. Also, some vendors
propose proprietary key management features to frequently change the WEP
encryption key.

MAC Spoofing

A MAC address is a unique identifier assigned at the factory to differentiate
network devices. Some access points use MAC addresses to control user access
to the network. The MAC address can be misused to impersonate or
masquerade as another device. This action is called MAC spoofing. When MAC
information is spoofed, unauthorized users can gain access to the network.

The first command line shows the current MAC address of a wireless card

A second command line is used to enter the new MAC address of the wireless
card.

As can be seen, the MAC address is easily changed.

Using an 802.1X authentication server can reduce risk. 802.1X is a specific
protocol that can be used to provide access control.

A VPN is another solution.

Please note that even if MAC address-based access control can be defeated,
enabling it is good practice.

Network Exploits

Once the Services Set Identifier (SSID) and the WEP key are known and the
MAC address has been spoofed, it becomes possible to connect to the wireless
network.

Having gained access, the intruder can steal and modify data, disable or impair
computers on the LAN, or use the network in an unauthorized way, such as by
launching a Denial of Service attack on another site, or SPAM the Internet with
unsolicited email.

In addition, a scanning tool can be used to map the network.

As highlighted in red in our example, a file server and a Web server have been
found.

At this point, data on either server can be modified.

Encrypting files on the hard drives will protect information from viewing by the
malicious outsider.

Every station connecting to a wireless LAN should have a properly configured
personal firewall.

Put access points inside a DMZ or outside the corporate network. An access
point should be considered like an external connection to the corporate network.

Choose access points that support 802.1x authentication. 802.1x is a certificate-
based authentication server.
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Use a VPN to control access to the internal network.

Men in the Middle Attack

A malicious outsider can masquerade as an access point of an
organization in order to read and modify traffic. This is called a “man-in-
the-middle” attack. Such an attack compromises the confidentiality and
integrity of the data transmitted over the wireless LAN network.

End-to-end encryption can be used to prevent this type of attack. Use a
VPN that supports CSE approved cryptography.

Choose an access point that supports 802.1x authentication.

Denial of Service Attack

A malicious outsider can disable an access point by sending invalid traffic
to the access point. The result of this action is a Denial of Service attack.
The access point becomes unavailable to all wireless stations.

A Denial of Service attack is the hardest vulnerability to protect against
because it happens rarely and it is difficult to stop once it is started.

Part 4. Proposed Architecture and Summary of Safeguards

The proposed architecture, integrates all known safeguards to protect the
information transmitted over a wireless LAN. Although the management of some
of the proposed safeguards could be time consuming the benefits far outweigh
the costs of dealing with an intrusion. In addition, it is not always necessary to
employ all safeguards in parallel. For example, if it is decided to use 802.1X with
a VPN, a MAC access control list may not be required, since it offers a protection
similar to 802.1x. The proposed architecture is based on open standards, since
vendors may abandon proprietary standards without notice.

Use WEP. Even if WEP has weaknesses, it will slow down most of the attacks.

Change all the factory configurations of the Access Point, including the SSID,
HTTP and SNMP passwords.

Turn on the MAC access control if it is available.

Use 802.1x authentication if possible. This protocol is an authentication standard
that was used with the dial-up systems.

Since WEP can be cracked, use a VPN to insure the confidentiality and integrity
of the information.

Put the access point outside of the corporate network and deactivate the
unnecessary services on the access point.

Create, if possible, a separate network for all the access points and the stations.
Create security policies before the installation of any wireless network.

When an organization plans to deploy a wireless network, a threat and risk
assessment should be done to assess the level of risk related to the use of a
wireless network.

For additional details on wireless vulnerabilities, solutions and any other related

subject. Please contact Communications Security Establishment at 613-991-
7564, or send email to client.svcs@cse-cst.gc.ca.
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